Pexomenpanunu Munucrepcrsa uugpoBoro pa3BuTus, CB3H
H MaccOBbIX KOMMYHUKauHil Poccniickoii @enepaunu no 3ppeKTuHBHOMY
Pacno3HaABAaHUIO (PHIIMHIOBBIX MUCEM

OummHr (aHr. phishing) — BUI MHTEPHET-MOIIEHHUYECTBA, LETBE) KOTOPOTO
SBJIACTCA TIOJNYUYEHUE MICHTU(PUKAIMOHHBIX JaHHBIX [OJIB30BATENEH (JIOTHH,
napoJib, HOMEP KPEIMWTHOM KapThl U APYroi KOH(QUACHUHAIBHONH MH(POPMALH),
a TaKKe 3aMyCK BPEIOHOCHOTO MPOrPAMMHOTO OOECHEUEHUSI HAa KOMITBIOTEPE
NOJIB30BATENS.

Takoil  BUA  WHTEPHET-MOLICHHWYECTBA, KAK  MPaBWJIO, OCHOBAH
HA MCHXOJIOTUYECKON MAHMIYJISIIMA A €ro LENb — BBIBECTH YEIOBEKA HA TaKWE
SMOLIMH, KaK HHTEPEC, CTPAX, KaJTHOCTb, 3JIOCTh, KEIAHUE MOMOYb. ITO MO3BOJISIET
0cnaOrTh KOHUEHTPALMIO YEIIOBEKA, YCHIUTE €10 OAUTEIBbHOCTb.

Tak, MPUMEHEHHUE PA3NTMYHBIX MICUXOJOTUYECKUX MPUEMOB IETIACT TAKOW BUJ
WHTEPHET-MOIIEHHUYECTBA YPE3BBIYAHO 3(PPEKTUBHBIM, B TOM YHCJIE B OpraHax
rOCYyIapCTBEHHOM BJIACTH.

Ilpumep. /s 310y mviutieHHuKa He cocmasisem mpyod Halmu 6 OMKpPbIIbLX
UCMOYHUKAX UHGopmayuio o cmpykmype Bawieeo opeana enacmu, onpeoeiums
KAHOYEBbIX OOJIICHOCMHbBIX JUY U OOMeH KOPROpAmusHoU noymel Baweeo opzawna
guacmu. IOmo No360Jislem NOYMIUMIAEHHUKY COeNdmb QUUIUHEOBYIO PACCHLIKY
NpUMepHo ciedyiouye2o cooepaicanus: « Yeascaemwii ....! B nepuoo ¢ 1 mapma no 3
anpensi  Ynpasienuem un@opmayuonnuix MmexHoaoculi NPousBOOUMcs: pecusus
NOYMOBHIX AWUKOE COMPYOHUKOG ... Bce wneucnonwvszyemvie noumsi 0yOym
omxnoyensl. Eciu b1 NONYYUIU OUHHOE NUCOMO U WIAHUPYEme UCNONb306dMb
OaHHbLll NOYMOBLLI AWUK 8 Oyoywem, npocbbd ONepamuGHO GOUMU 6 JTUYHbLI
KaOuHem no cieoyioueti CColike: ... ... »

[Tpu 3TOM CCBUTKA, KOHEYHO K€, BEACT HA MOAACTBHYIO (POPMY aBTOpU3alliu B
KOPIIOPaTUBHYO MMOYTY. ECIIM TOT WM MHOM COTPYAHUK OpraHa BJIIaCTH BOBPEMS HE
NOWMET, YTO JAaHHAs PACChIIKA SBIISCTCS (PMINMHIOBOM, W MEPENAET MO CCBUIKE, OH
OK@)KETCS HAa CTPAHULIE, KOTOPAsi BHEIIHE HEOTJIMUMMA OT HACTOSIIEN (POpPMBI BBOIA
VYETHBIX HaHHbIX. KOHEYHO »Ke, BBEAsd JIOTHH M Iapojib, TaKOW COTPYAHHUK
«TOOPOBOJIBHOY» MEPEAACT UX 3IIOYMBIIUICHHUKAM.

IlepBoHaya/ibHBIE AEHCTBHUS NPH MOJYYEHUH JIEKTPOHHOTO MUCHMA:

Ecimm Bel monyunnu muceMo, B KOTOpoM OT Bac TpeOyroT kakoro-nudo
B3aUMOJICHCTBHS, B TOM 4YKCIE HE3AMEAJIUTEIBHOTO, WM K€ TaKoe MUCHMO
BBI3bIBACT Y Bac M000MbITCTBO, YYBCTBO CTpaxa WM MOOY>KAAeT K ACHCTBUSM,
HAMpUMeEP, KOTKPOH», «ITPOUUTAI», KO3HAKOMBCS, TO 33 JyMaiTech U 3ajaiTe cede
CJIEIYIOLLUE BOMPOCHI:

O>KMJIAK0 JIK S 3TO MUCBMO?
€CTh JIM CMBICJI B TOM, YTO OT MEHS TPeOYyrOT?
3HAIO JIM Sl aBTOPA 3TOr0 NMUchbma?



2

YBEPEH JIK 51 B 0€30MAaCHOCTH MOJYYEHHOTO 3JIEKTPOHHOTO MHCchMa?

Ecimm orBeT XO0Ts Obl HA OJWMH M3 O3BYYCHHBIX BBILIIE BOMPOCOB «HETY -
BHUMATEJIBHO MPOAHAIM3UPYHTE COACPKAMOE MUChbMAa M, TPH HEOOXOIMMOCTH,
CBSDKUTECH Ul KOHCYJIBTAMUA C NPEACTABUTEIIEM TEXHUYECKON MOANECPIKKH
Bamero oprana BiiacT.

HwmeliTe B BUAY, 4T0 0CO00TO BHUMaHUS TPEOYIOT MUChbMA, KOTOPBIE:

COJIEPKAT CCBUIKY ISl IEPEX0/Ia HA CTOPOHHMIA pecypc (BO3MOKHO, CCHUIKA
BEJET HAa (PUIIMHIOBBIA NOANENBHBIN pecypc). [Ipu 3TOM elie 60bIIero BHUMAaHUs
3aCITy>KUBAKOT MUCbMA, COAEPKAIIME (KOPOTKUE CCBUIKMY», TaK KaK HEBO3MOXKHO
OTPEACTUTD, KyJ1a BEACT TaKas CChIIKA,

cozepKaT BJIOXKEHUE (BO3MOXHO, (pailyi COACPKUT BPEAOHOCHBIN KO st
3apaKCHHS BAILIEr0 KOMIBIOTEPA);,

COCTaBJIEHBI HA HHOCTPAHHOM SI3BIKE,

UMEIOT OOJBIIOE KOTUYECTBO MOTYYaTENEH;

conepxkar opdorpaduyueckue OmmOKH;

CBs3aHbl ¢ (pUHAHCOBOW, OAHKOBCKOW C(Epoi WM TeOMOJIMTUYCCKON
00CTaHOBKOM.

Kak anau3upoBarhb 3J1€KTPOHHbIE THCbMA?

1. TlpoBepbTe aapec oTOpaBUTENS (AOMEH aapeca JJICKTPOHHOW TMOYTHI,
C KOTOPOW MPHUIUIO IMUCHMO, JIO/DKEH COBINAAArb € JOMEHOM, YKa3aHHBIM
HAa O(pMUMANBHOM caiiTe OpraHM3alH, OT UMEHM KOTOPO# sKOObI HAIPABIICHO
[MCHMO, a JJOTWH TaKOW MOYTHI, B CBOK 0YePEb, JOJDKEH COBIANATH C NMPUHATON
JIOTUKOW WX TOCTPOCHHWS B TOM WM WHOUM opranuzaiuu). [lpoeepsiite aapec
OTIPABUTENSA, JAKE B CIyYae COBNAACHUS UMEHU C YK€ U3BECTHBIM KOHTAKTOM,

2. IlpoBepbTe MOJSHOE HMMs OTHPABUTENS (AJII MPOBEPKH MOJHOTO WUMEHH
OTIPABUTEIIS, HABEAUTE KyPCOP MBILIKK HA YKA3aHHOE B MUCbME UM OTITPABUTEIA )
M 3areM [OPOAHAIM3UPYNTE BBICBETUBIIWNACA aapec JJEKTPOHHOW  ITOYTHI
B COOTBETCTBHMM ¢ MH(pOpMaueil u3 0pUIMaTbHBIX HCTOYHUKOB (CM. TTYHKT BBILIIE);,

3. lIpoBepbTe, TpPHU HAIMYHAM, CCBUIKH, HAXKE €CIM MUCBMO TOJYYEHO
OT Jpyroro mnonw3oBarens Bameld WHQOPMALMOHHOW CHCTEMBI, M TIOMHHUTE
0 TOM, 4TO caM (paKT HarpaByicHus Bam 1o 37EKTPOHHON MOYTE CCHIIOK, BEAYILHAX
Ha CTOPOHHUI PeCypce, ABIAETCA MOA03PUTEIBHBIM:

- oOparuTe BHMMaHHWE HA HA3BAaHWE caiiTa, HA KOTOPbIi Bam mpemnararor
nepeiTu. B HeM MOKeT ObITh M3MEHEH NMOPAAOK OYKB WM, HAMPUMED, HEKOTOPHIE
OykBBI MOTYT OBITH 3aMEHEHBI HA LU(ppel (Hanpumep, www.sObranie.ru). Kpome
TOTO, JUIS BBEICHUS B 3a0NMy’>KACHHE 3JOYMBILUICHHUKOM MOTYT  OBITh
WCIOJb30BaHbl CIENUAIM3UPOBAHHBIE CEPBUCHI COKPALLEHHUS CCHUIOK (HampuMmep,
bit.ly, tinyurl.com);

- HABEAWTE KYpCOP MBIIIKM HAa CCBHUIKY (He Ha’KuMasi Ha Hee, CChbLIKA
NOSIBUTCHA WM PSIOM € KypPCOpOM WJIHM B JIeBOil HIKHEH 4YacTH OKHA)


http://www.sObranie.ru
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M nposepbTe, 4TO6bl URL, yKasaHHbI B 3MeKTPOHHOM coobuweHun, n URL,
oTO6paXkaemblil Npy HaBeLeHMUU Kypcopa Ha CCblIIKY, COBMajanu;

- TaKke Bbl MOXeTe Bpy4HYHO (He Konupys ee) BOUTb MONYUYEHHYHO CCbIKY
B CTPOKe NOUCKOBOI cucTembl (AHAekc, mail.ru n gp.). Takoih meTof No3BoAMT Bam
3aMeTUTb BO3MOXHbIE «OLUIMOKN» B MOYYEHHOW CCbIJIKE;

4. TlpoBepbTe Ha/n4ne BNOXEHUA. Ecnn oTnpaBuTenb, 3N1€KTPOHHOE MUCLMO
M NPUYNHA, N0 KOTOPOM Bac mpocAT OTKPbITb BIOXKEHWE, BbI3blBAET AaXe camoe
He3HauYnTeNbHOE NOAO3PEHNME - HU NPU KaKMX 06CTOATENbCTBAX HE OTKPbIBAWTE €ro.

5 O6pawainTe BHMMaHME Ha BO3MOXHble OrMeyaTtku, opgorpapuyeckune
OWmnbKKN, 6ONbLIOE KOMMYECTBO MPOMUCHbIX OYKB, COBMNajeHWe Ha3BaHWUiM
opraHusauuv, MMeHW OTnpaBuUTeNss U COAEPXMMOro B TeKCTe 3/IeKTPOHHOro
nucbma;

6. Ecnn nonyyeHHoe nMNWCbMO Bbi3blBaeT COMHEHWSA, MO BO3MOXHOCTM,
CBSXKUTECH C OTNPaBUTENIEM UL CO CMPABOYHOW OpraHM3aumm, oT KOTOPOW NPuULLO
Takoe 3/IeKTPOHHOe MUCbMO, N0 APYroMy KaHany cBA3u. [py 3TOM KOHTaKTHble
[aHHbIe HY>KHO 6paTb U3 aBTOPUTETHbLIX UCTOYHMUKOB, HaNpuMep, Ha ouymabHOM
caiTe opraHusaumu, a He U3 HanpasfeHHOro Bam nucbma.

UTo aenathb, ecnv Bbl 06HAPYXUIN PULLMHIOBOE NMUCbMO?

1. He nepexoauTte no ccbifike, 0COBEHHO, C/IM OHU A/IMHHbIE UK, HA060POT,
c03aHbl NPY NOMOLLLM CEPBMUCOB COKPALLEHUS CCbINOK;

2. He HaXXnumanTe Ha CCbI/IKK, eCIN OHW 3aMEHEHbl Ha C/0Ba;

3. He konupyWTe agpec CCbINKu;

4. He OTKpbIBallTe M He CKauyMBaWTe BJ/IOXKEHMSA, OCOOEHHO, €CNU B HUX
coaepxartcsi AOKYMEHTbl C MakKpocamu, apxuBbl C NaponsMu, a TakxXe (daissbl
¢ pacwmnpeHmamm RTF, LNK, CHM, VHD;

5. He nogrpy»ante KapTUHKN OT HE3HAKOMbIX NOJENR;

6. He 3anyckaiTe MakpocCbl B OOMCHbIX NPUIOXKEHMAX (MakKpoc - 3TO Habop
KOMaHg U WHCTPYKLUWA, rpynnupyemblx  BMecTe B BMAE  eduHOM
KOMaHAbl ans aBTOMaTWNYeCKOro BbIMOMIHEHUS 3agaun.)’,

7. He nepecbinante nnucbma Konneraw;

8. TpouHpopMUpyinTe Ccnyxo0y TEXHWYECKOW MOAAEPXKN CBOEro opraHa
BnacTu/agMmMHuUcTpaTopa UHPOPMaLMOHHON CUCTEMbI, HANpPaBMB eMY MOYYEHHOE
MNCbMO KaK BJIOXXEHWUE;

9. Ypanute (PULWMHIoBOe NUCbMO.



